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Driving Momentum. Accelerating Change. 
Empowering IT Transformation.

Pellera Technologies was born out of the combined expertise of Converge Technology Solutions and 
Mainline Information Systems, two industry leaders with over 35+ years of experience and a shared 
vision for innovation. Together, we empower businesses to achieve greater efficiency, adaptability, and 
growth for today and tomorrow.

Our commitment is to reshape what’s possible with IT, offering advanced solutions in digital 
infrastructure, cloud, cybersecurity, and AI. We don’t just deliver technology—we partner with you to build 
tailored strategies designed to simplify complexities, unlock opportunities, and drive transformational 
outcomes.

At Pellera, momentum builds here through collaborative, people-first technology designed to fuel 
progress and deliver measurable impact.
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Three critical security incidents from 
July 2025 reveal how attackers are 
systematically exploiting organizational 
blind spots during vulnerable periods. The 
SafePay ransomware group’s attack on 
global IT distributor Ingram Micro during 
the July 4th holiday weekend demonstrates 
how threat actors now deliberately target 
reduced security coverage to maximize 
impact. By compromising VPN gateways 
and disrupting supply chains across 57 
countries, this single incident cascaded 
through the entire technology procurement 
e c o sy st e m ,  a f fe c t i n g  c o u n t l e s s 
downstream organizations that depend 
on Ingram Micro’s services.

The insider threat landscape has 
fundamentally shifted from opportunistic 
crimes to calculated recruitment 
operations. A recent Brazilian banking case 
shows how attackers invested just $920 
to recruit an employee who facilitated a 
$140 million theft—a stunning 152,000% 
return on investment. This isn’t an isolated 
incident but part of a broader trend where 
threat actors are approaching employees 
outside bars and restaurants, conducting 
detailed research on potential targets, 
and exploiting human vulnerabilities with 
the same precision previously reserved 
for technical attacks. With 76% of 
organizations reporting increased insider 
threat activity, the economics of human 

recruitment have become too attractive 
for criminals to ignore.

Meanwhile, the emergence of Operational 
Relay Box (ORB) networks represents 
a fundamental evolution in threat actor 
infrastructure. These networks, exemplified 
by the China-linked “LapDogs” operation 
comprising over 1,000 compromised 
devices, function as a hybrid between 
traditional botnets and VPN services. By 
creating decentralized mesh networks 
through compromised IoT devices and 
routers, attackers can now obscure their 
activities while maintaining persistent 
access. This infrastructure-as-a-service 
model enables multiple threat actors to 
share resources while making traditional 
IP-based detection methods largely 
ineffective.

These three developments signal a 
maturation in attack methodologies where 
timing, psychology, and infrastructure 
sophistication converge. Organizations 
can no longer rely on traditional perimeter 
defenses or assume that employees are 
naturally resistant to recruitment. Success 
now requires continuous monitoring, 
behavioral analytics, and recognition that 
every holiday weekend, every disgruntled 
employee, and every unpatched IoT device 
represents a potential entry point for 
increasingly sophisticated adversaries.
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INGRAM MICRO SAFEPAY RANSOMWARE
Audience

• CISO

• IT Operations 
Managers & Teams

• Risk Management 
Professionals

• Procurement & Vendor 
Management

• Compliance & Legal 
Teams

Audience
• CISO

• Board of Directors & 
Executive Leadership

• IT Security Managers

• Security Operations 
Teams

• Compliance & 
Regulatory Affairs 
Teams

• Human Resources 
Leadership

Executive Overview

Global IT distribution giant Ingram Micro suffered a significant ransomware attack 
between July 4-10, 2025, attributed to the SafePay ransomware group. The attack 
disrupted worldwide supply chain operations, affecting ordering platforms, logistics 
infrastructure, and customer management portals across 57 countries. SafePay, which 
emerged as the most active ransomware operation globally as of May 2025, exploited 
VPN gateway vulnerabilities and deployed sophisticated evasion techniques including 
process injection and registry persistence mechanisms. The incident exposed critical 
vulnerabilities in global supply chain security architecture, particularly during reduced 
holiday weekend coverage. While SafePay claimed responsibility and threatened data 
exfiltration, the absence of public leak site posting suggests either ongoing negotiations 
or potentially limited actual data theft compared to initial claims.

READ MORE: INGRAM MICRO SAFEPAY RANSOMWARE

GROWING INSIDER THREAT LANDSCAPE

RISK

RISK

GEOGRAPHIC 
SCOPE

GEOGRAPHIC 
SCOPE

HIGH

CRITICAL

GLOBAL

GLOBAL

57 
Countries Affected

Global phenomenon 
with universal 

application

BUSINESS 
IMPACT

INDUSTRY 
IMPACT

CRITICAL

ALL SECTORS

Supply chain 
disruption

The recent Brazilian banking incident shows how a single employee facilitated a 
$140 million theft for just $920, highlighting the escalating insider threat crisis facing 
organizations globally. This case shows how threat actors are increasingly targeting 
human vulnerabilities through social engineering tactics, turning trusted employees into 
accomplices. With 76% of organizations experiencing increased insider threat activity and 
costs rising 40% over four years to an average of $16.2 million annually, the insider threat 
landscape represents one of the most significant and underestimated risks in modern 
cybersecurity. The ease with which João Nazareno Roque was recruited—approached 
outside a bar by strangers who had researched his role—shows how any employee with 
system access can become a target.

READ MORE: GROWING INSIDER THREAT LANDSCAPE
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OPERATIONAL RELAY BOX (ORB)
Audience

• CISO

• Board of Directors & 
Executive Leadership

• IT Security Managers

• Incident Response 
Teams

• Threat Intelligence 
Analysts

• Risk Management 
Professionals

• Network Operations 
Center (NOC) 
Personnel

Operational Relay Box (ORB) networks represent a significant evolution in threat actor 
infrastructure, combining the distributed nature of botnets with VPN-like obfuscation 
capabilities. These networks enable sophisticated cyber espionage operations while 
providing enhanced anonymity and resilience against traditional detection methods. 
The recent identification of the China-linked “LapDogs” network, comprising over 1,000 
compromised devices across the US and Southeast Asia, demonstrates the growing 
sophistication and targeting precision of these operations.

READ MORE: OPERATIONAL RELAY BOX (ORB)

RISK GEOGRAPHIC 
SCOPE

HIGH GLOBAL

Concentration in US, Japan, 
South Korea, Hong Kong, 

Taiwan

INDUSTRY 
IMPACT

ALL SECTORS
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Tactical Guidance
INGRAM MICRO SAFEPAY RANSOMWARE

Overview & Impact

Ingram Micro experienced a sophisticated ransomware attack during the July 4th holiday weekend, when 
security monitoring capabilities were reduced. The attack targeted critical business systems including the 
Xvantage platform, which provides customers with insights, order tracking, and pricing information. SafePay 
ransomware operators gained initial access through VPN gateway compromise using stolen credentials, then 
deployed advanced persistence mechanisms and anti-analysis techniques.

 ● Complete disruption of online ordering systems 
and customer portals across all global regions

 ● Compromise of logistics infrastructure 
affecting technology procurement 
and fulfillment operations

 ● Potential exposure of customer contact 
information, pricing agreements, 
and vendor relationships

 ● Mandatory company-wide credential resets and 
multi-factor authentication implementation

 ● Six-day operational disruption requiring 
alternative sourcing strategies for 
downstream customers

 ● Regulatory compliance exposure under GDPR, 
CCPA, and industry standards (SOX, PCI DSS)

Observations
 ● Holiday weekend exploitation targeting reduced 

operational security posture during July 4th 
period demonstrates tactical planning

 ● VPN gateway compromise via GlobalProtect 
platform using compromised credentials, though 
Palo Alto Networks denies platform vulnerability

 ● Advanced persistence mechanisms 
including registry modifications, scheduled 
tasks, and backdoor deployment

 ● Selective data exfiltration using 
legitimate tools (WinRAR, FileZilla) 
followed by evidence elimination

 ● Seven-day ransom deadline with explicit financial 
motivation stated in ransom communications

 ● Notable absence of SafePay posting Ingram 
Micro on their public data leak site as of July 11, 
unusual for the group’s typical pressure tactics

 ● Company filed SEC 8-K disclosure and engaged 
law enforcement and third-party forensic experts

 ● Global restoration of operations 
confirmed July 10, 2025, with ongoing 
customer and vendor support efforts

Guidance

Strategic Intelligence
 ● Trend

 ○ Supply chain targeting during holiday 
periods represents emerging threat pattern 
exploiting reduced security coverage

 ○ SafePay’s rapid ascension to most 
active ransomware operation globally 
indicates concerning acceleration in 
sophisticated supply chain attacks

 ○ Ransomware groups increasingly focusing 
on high-value distribution and logistics 
targets to maximize downstream impact

 ○ Holiday weekend operational window 
exploitation becoming standard 
tactic for advanced threat actors

 ○ Double-extortion methodologies specifically 
targeting supply chain infrastructure across 
manufacturing and technology sectors

 ● Business Risk Context

 ○ Ingram Micro incident exposes fundamental 
vulnerabilities in global technology 
supply chain security architecture

http://pellera.com
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 ○ Technology dependencies create 
cascading risk exposure beyond 
direct vendor relationships

 ○ July 4th timing indicates threat actors 
specifically targeting reduced monitoring 
and incident response windows

 ○ Board-level concerns about business 
continuity planning and vendor 
risk management adequacy

 ○ Holiday security coverage gaps 
represent strategic vulnerability 
requiring executive attention

 ● Regulatory and Compliance Impact

 ○ GDPR data breach notification requirements 
triggered across 57 countries with 
complex jurisdictional obligations

 ○ SEC disclosure obligations for publicly traded 
companies requiring immediate 8-K filing

 ○ Potential PCI DSS compliance impacts 
for payment processing systems 
and customer data handling

 ○ Vendor agreements require evaluation for 
adequate breach notification timelines 
and security requirement clauses

 ○ Industry standards (SOX, PCI DSS) 
compliance exposure requiring legal 
review and remediation planning

 ● Security Enhancements

 ○ Supply chain risk monitoring 
platforms requiring immediate budget 
allocation and procurement

 ○ Vendor security posture assessment 
tools with automated alerting 
for compromise scenarios

 ○ Business continuity planning enhancements 
for critical vendor relationship management

 ○ Zero-trust architecture implementation for 
vendor access controls and data sharing

 ○ Alternative sourcing strategies for 
critical suppliers requiring relationship 
development and validation

 ● Framework Integrations

 ○ NIST Supply Chain Risk Management 
(C-SCRM) practices integration with 
existing cybersecurity frameworks

 ○ Vendor dependency mapping within 
NIST Cybersecurity Framework 
implementation required

 ○ Supply chain considerations embedded 
in ISO 27001 risk assessments 
and control implementation

 ○ Business continuity frameworks 
(ISO 22301) integration critical for 
vendor disruption scenarios

 ○ Cross-framework alignment 
ensuring comprehensive supply 
chain security coverage

Operational Intelligence
 ● Threat Vectors

 ○ Advanced persistent threats targeting 
supply chain infrastructure during 
reduced operational coverage periods

 ○ VPN gateway compromise representing 
primary initial access vector using stolen 
credentials from dark web markets

 ○ Legitimate tool abuse for data exfiltration 
creating detection challenges by blending 
with normal administrative functions

 ○ Holiday weekend timing exploitation 
when security monitoring and incident 
response capabilities are reduced

 ○ Firewall misconfiguration exploitation 
allowing local account authentication 
to bypass MFA requirements

 ● Monitoring & Detection Gaps

 ○ Insufficient visibility into vendor 
security incidents and limited supply 
chain risk monitoring capabilities

 ○ Inadequate alerting for vendor 
compromise scenarios across 
critical supplier relationships

 ○ Holiday weekend security coverage 
gaps requiring enhanced staffing or 
managed service engagement

http://pellera.com
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 ○ Detection challenges identifying 
credential abuse through VPN gateways 
and monitoring legitimate tool misuse

 ○ Limited cross-functional coordination 
between procurement, legal, IT, and 
security teams for vendor incidents

 ● Response Actions

 ○ Immediate vendor risk assessment and 
communication verification protocols 
across all critical supplier relationships

 ○ Enhanced monitoring deployment for 
Ingram Micro-related phishing and social 
engineering attempts within 24 hours

 ○ Validation and rotation of all 
shared credentials and integrated 
system access points

 ○ Legal team review of vendor agreements 
for breach notification compliance and 
security requirement adequacy

 ○ Cross-functional incident response 
activation involving procurement, 
legal, IT, and security teams

Tactical Intelligence
 ● Mitigation Strategies

 ○ Reset all passwords for shared vendor 
accounts and integrated systems within 
24 hours of breach notification

 ○ Implement enhanced monitoring for phishing 
campaigns leveraging vendor incident 
themes and impersonation attempts

 ○ Validate all API keys and automated system 
connections for potential compromise 
indicators across vendor integrations

 ○ Review recent transactions, data exchanges, 
and system access logs for compromise 
indicators and unauthorized activity

 ○ Assess contractual security requirements 
and breach notification obligations with 
legal teams for all critical vendors

 ○ Establish secure communication channels 
with affected vendors for incident status 
updates and recovery coordination

 ○ Suspend non-critical vendor system 
integrations until security posture 
validation is completed

 ○ Activate alternative sourcing 
procedures for critical services and 
validate backup vendor capabilities

 ● Preventive Measures

 ○ Deploy zero-trust principles for 
all vendor system access and 
data sharing relationships

 ○ Implement continuous vendor risk 
monitoring and security posture assessment 
tools with automated alerting

 ○ Establish alternative supplier relationships 
and validate backup procurement 
processes for critical components

 ○ Update vendor agreements with 
enhanced security requirements and 
reduced breach notification timelines

 ○ Develop supply chain-specific 
incident response procedures and 
communication protocols

 ○ Create vendor compromise playbooks 
with pre-defined response actions 
and escalation procedures

 ● Technical Implementation

 ○ Deploy email security controls to detect 
phishing campaigns impersonating 
Ingram Micro communications

 ○ Implement behavioral analytics for 
VPN authentication anomalies and 
credential abuse detection

 ○ Establish secure communication 
channels with critical vendors for incident 
notification and status updates

 ○ Deploy endpoint detection and 
response (EDR) solutions with 
vendor-specific IOC monitoring

 ○ Configure SIEM rules for SafePay ransomware 
indicators and related threat actor TTPs

 ● Validation and Testing

 ○ Conduct tabletop exercises simulating 
vendor compromise scenarios 
with cross-functional teams

http://pellera.com
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 ○ Test alternative sourcing procedures 
and validate supplier relationship 
activation processes

 ○ Verify vendor communication 
protocols and incident notification 
procedures effectiveness

 ○ Validate backup system access and data 
recovery capabilities for critical integrations

 ○ Perform penetration testing of vendor access 
controls and data sharing mechanisms

 ○ Test business continuity plans 
with vendor disruption scenarios 
and recovery procedures

Threat Hunting Hypotheses

VPN Gateway Credential Compromise

Hypothesis: SafePay gained initial access through compromised VPN credentials, potentially exploiting 
firewall misconfigurations to bypass multi-factor authentication requirements.

Investigation Steps

 ● Review VPN authentication logs for 
successful logins from Vultr VPS 
infrastructure (vultr-guest accounts)

 ● Correlate authentication events with 
known SafePay C2 IP 185.225.73[.]50

 ● Check firewall configurations for local 
account authentication bypasses

 ● Analyze failed login attempts 
preceding successful compromise 
for credential stuffing patterns

 ● Cross-reference authentication timing 
with known SafePay operation windows

PowerShell-Based Network Reconnaissance

Hypothesis: Attackers used ShareFinder.ps1 script to enumerate network shares and identify high-value 
targets for data exfiltration.

Investigation Steps

 ● Search PowerShell command 
history for ShareFinder.ps1 or 
PowerView-related commands

 ● Monitor for network share enumeration activities 
via Get-SmbShare or net view commands

 ● Correlate PowerShell execution with subsequent 
file access patterns across network shares

 ● Review domain controller logs for 
unusual SMB enumeration requests

 ● Analyze PowerShell execution policies 
and script execution logs

Data Archiving and Exfiltration via Legitmate Tools

Hypothesis: SafePay used WinRAR for data compression and FileZilla for exfiltration, then removed tools to 
eliminate forensic evidence.

Investigation Steps

 ● Audit system logs for WinRAR installations 
and command-line archiving operations

 ● Monitor for FileZilla client installations and FTP/
SFTP connection attempts to unknown servers

 ● Check Windows Event Logs for software 
installation/removal events

 ● Analyze network traffic for large data 
transfers to external IP addresses, 
particularly 185.225.73[.]50

 ● Review file system artifacts for temporary 
archive creation and deletion patterns

http://pellera.com
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Sources
 ● Cybersecurity Dive: Ingram Micro restores global operations following hack 

 ● Dark Reading: Ingram Micro Up and Running After Ransomware Attack 

 ● MSSP Alert: Ingram Micro Working Through Ransomware Attack by SafePay Group 

 ● Axios: Ransomware knocks global IT supplier offline

GROWING INSIDER THREAT LANDSCAPE

Overview & Impact

The insider threat landscape has fundamentally shifted from occasional opportunistic incidents to systematic 
targeting of employees across all industries. The Brazilian case, where threat actors invested minimal resources 
($2,770) to achieve extraordinary returns ($140 million), shows the economics driving this trend. Modern insider 
threats combine traditional social engineering with detailed reconnaissance, creating recruitment strategies that 
exploit both human psychology and organizational vulnerabilities.

 ● Financial Services: Average annual insider 
threat costs of $20.68 million, with 44% of 
breaches attributed to internal actors

 ● Healthcare: Leading sector for malicious 
privilege misuse, with 65 documented 
incidents in recent analysis

 ● Public Administration: Highest volume 
of non-malicious insider actions, with 
2,069 documented incidents

 ● Technology Sector: 89% of executives 
reporting increased cyber attacks due 
to remote work vulnerabilities

 ● All Sectors: 88% of data breaches caused or 
significantly worsened by employee mistakes

Observations
 ● Recruitment Sophistication: Threat 

actors conducting detailed research on 
potential targets, including job roles, 
personal habits, and vulnerabilities

 ● Minimal Investment Requirements: The Brazilian 
case shows $920 can facilitate $140 million 
theft, creating attractive ROI for criminals

 ● Employee Vulnerability Across 
Demographics: Security mistakes span all 
age groups, with older workers (51+) less 
likely to admit errors but younger workers 
(18-30) more susceptible to phishing

 ● Operational Security Awareness: Even 
recruited insiders demonstrate some security 
awareness (changing phones every 15 days) 
indicating partial understanding of risks

 ● Industry-Agnostic Threat: Insider threats 
affect all sectors, with specific vulnerabilities 
varying by industry but universal human 
factors remaining constant

 ● Technology Amplification: Cloud adoption (53% 
say detection more challenging), remote work 
(70% concerned about hybrid environments), and 
AI usage (89% believe sensitive data increasingly 
vulnerable) all amplify insider threat risks

 ● Detection Gap: Less than 30% of 
organizations believe they have adequate 
tools to handle insider threats despite 
76% experiencing increased activity

 ● The Human Factor Crisis

 ○ 61% of organizations have identified 
insider threats, with 29% resulting 
in security incidents

http://pellera.com
https://www.cybersecuritydive.com/news/ingram-micro-restores-global-operations-hack/752708/
https://www.darkreading.com/threat-intelligence/ingram-micro-ransomware-attack
https://www.msspalert.com/news/ingram-micro-working-through-ransomware-attack-by-safepay-group
https://www.axios.com/2025/07/08/ingram-micro-ransomware-attack
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 ○ 50% of employees admit to making errors 
that could impact company security

 ○ One in four employees have clicked 
on phishing emails, with men 34% 
more susceptible than women

 ○ 43% of US adults have shared passwords, 
creating additional vulnerability vectors

 ○ 91% of executives believe remote work has 
increased organizational cyber attack risk

 ● Economic Transformation of 
Insider Recruitment

 ○ Traditional insider threats were 
opportunistic; modern threats 
involve systematic recruitment

 ○ Threat actors now invest in research, 
surveillance, and relationship 
building with potential targets

 ○ ROI calculations make insider 
recruitment extremely attractive 
compared to technical attacks

 ○ Cryptocurrency provides rapid value 
extraction and laundering capabilities

Guidance

Strategic Intelligence
 ● Trend

 ○ Insider threats have evolved from 
opportunistic to systematically 
targeted recruitment operations

 ○ Criminal organizations now 
allocate resources specifically for 
insider recruitment programs

 ○ Social engineering tactics combine 
traditional methods with modern 
surveillance and research capabilities

 ○ Economic incentives make insider 
recruitment more attractive than 
technical vulnerability exploitation

 ● Cross-Industry Risk Factors

 ○ Technology Adoption Risks: 89% 
of security leaders believe AI usage 
increases data vulnerability

 ○ Human Error Consistency: 88% of 
breaches involve human error across 
all industries and organization sizes

 ○ Detection Challenges: Organizations spend 
only 8.2% of security budgets on insider risk 
management despite growing threat volume

 ● Economic Impact Assessment

 ○ Large Organizations (75,000+ 
employees): Average $24.6 million 
annually resolving insider incidents

 ○ Small Organizations (<500 employees): 
Average $8 million annually, showing 
universal impact regardless of size

 ○ Containment Economics: Quick 
containment (<30 days) costs average 
$11.92 million vs. $18.33 million for 
extended incidents (>90 days)

 ○ Malicious vs. Negligent: Malicious insider 
attacks cost average $4.99 million vs. 
lower costs for negligent incidents

 ● Security Enhancements

 ○ Behavioral Analytics: Deploy user 
and entity behavior analytics across 
all employee populations

 ○ Security Awareness: Implement 
continuous training programs addressing 
social engineering recruitment tactics

 ○ Insider Risk Management: Increase 
budget allocation from current 8.2% 
average to 16.5% minimum

 ○ Detection Technologies: Invest in 
24/7 monitoring capabilities (45% 
of alerts occur after hours)

http://pellera.com
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Operational Intelligence
 ● Threat Vectors

 ○ Physical Approach: Face-to-face 
recruitment in social settings (bars, 
restaurants, public events)

 ○ Digital Reconnaissance: Social media 
research, professional networking site 
analysis, public records investigation

 ○ Economic Leverage: Targeting 
employees with financial pressures 
or career change motivations

 ○ Access Exploitation: Focusing on 
employees with privileged system 
access, regardless of seniority level

 ● Monitoring & Detection Gaps

 ○ Behavioral Baseline Establishment: 
Monitor normal patterns for all 
employees with system access

 ○ Geographic and Temporal Analysis: 
Flag access from unusual locations 
or outside normal working hours

 ○ Communication Monitoring: Detect 
unusual external contact attempts 
or recruitment approaches

 ○ Financial Behavior Analysis: Monitor 
for sudden lifestyle changes or 
unexplained financial improvements

 ● Response Framework Development

 ○ Rapid Investigation Capabilities: 
Ability to quickly assess potential 
insider compromise incidents

 ○ Containment Procedures: Immediate access 
restriction and system isolation protocols

 ○ Legal and HR Coordination: Integrated 
response involving security, legal, 
and human resources teams

 ○ Recovery Planning: Procedures for 
system restoration and business 
continuity following insider incidents

 ● Organizational Vulnerability Assessment

 ○ Employee Access Auditing: Regular review 
of who has access to what systems and data

 ○ Third-Party Risk Management: 
Extended monitoring of vendor 
and contractor personnel

 ○ Social Engineering Susceptibility: Regular 
testing and assessment of employee 
vulnerability to recruitment tactics

 ○ Cultural Security Assessment: 
Evaluation of organizational culture’s 
impact on insider threat risk

Tactical Intelligence
 ● Mitigation Strategies

 ○ Deploy endpoint detection and response 
(EDR) on all devices with privileged access

 ○ Implement user activity monitoring for 
after-hours and weekend system access

 ○ Establish baseline behavioral patterns 
for all employees with system access

 ○ Create automated alerts for unusual 
data download or transfer activities

 ● Preventive Measures

 ○ Multi-Factor Authentication: Universal 
deployment across all systems, not 
just high-privilege accounts

 ○ Privileged Access Management: 
Session recording and monitoring 
for all administrative activities

 ○ Data Loss Prevention: Monitoring 
and control of sensitive data 
movement across all channels

 ○ Network Segmentation: Limiting employee 
access to only necessary systems and data

 ○ Security Awareness Enhancement:

 ○ Social Engineering Training: Specific 
focus on recruitment tactics and 
approaches outside workplace

 ○ Reporting Mechanisms: Anonymous 
channels for reporting suspicious 
recruitment attempts or approaches

http://pellera.com
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 ○ Regular Testing: Simulated social 
engineering attacks to assess and 
improve employee resistance

 ○ Incident Response Training: Employee 
education on recognizing and 
reporting potential insider threats

 ● Analytics Configuration

 ○ SIEM Rule Development: Automated 
detection of unusual access 
patterns, geographic anomalies, 
and behavioral changes

 ○ User Activity Analytics: Machine 
learning-based detection of deviations 
from normal employee behavior

 ○ Communication Monitoring: Detection 
of unusual external communications 
or file sharing activities

 ○ Financial Transaction Monitoring: For 
employees with access to financial 
systems or sensitive financial data

 ● Validation and Testing

 ○ Red Team Exercises: Including 
insider threat scenarios and social 
engineering recruitment simulations

 ○ Tabletop Exercises: Regular testing 
of insider threat response procedures 
across multiple scenarios

 ○ Employee Vulnerability Assessment: 
Periodic testing of employee 
susceptibility to recruitment tactics

 ○ Detection System Effectiveness: Regular 
validation of monitoring systems’ ability 
to detect insider threat indicators

Threat Hunting Hypotheses

Career Transition Exploitation

Hypothesis: Threat actors are targeting employees during vulnerable career periods such as job changes, role 
transitions, or performance issues

Investigation Steps

 ● Monitor system access patterns for employees 
who have recently submitted resignations or 
received performance improvement plans

 ● Analyze data download and export 
activities for employees in their final 
weeks before leaving the organization

 ● Review email and file access patterns 
for employees who have been passed 
over for promotions or received 
negative performance reviews

 ● Investigate correlation between employee job 
search activities (LinkedIn updates, resume 
uploads) and unusual system behavior

 ● Cross-reference employees attending 
external job fairs or networking events with 
subsequent suspicious access patterns

Vendor and Contractor Infiltration Networks

Hypothesis: Threat actors are building recruitment networks that specifically target third-party vendor employees 
and contractors with system access

Investigation Steps

 ● Audit all vendor employee access logs 
for unusual patterns, especially during 
contract transitions or renewals

 ● Analyze network traffic from vendor 
connections for signs of data exfiltration 
or unauthorized system exploration

 ● Review vendor employee background 
check frequencies and results for 
potential compromise indicators

 ● Investigate correlation between 
vendor contract negotiations and 
unusual system access patterns

 ● Monitor for vendor employees accessing systems 
or data outside their contracted scope of work

http://pellera.com
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Sources
 ● BleepingComputer: Employee gets $920 for credentials used in $140 million bank heist 

 ● Mitrade: Hackers allegedly bribed a C&M employee to steal $140 million from six banks in one day 

 ● Cryptopolitan: Hackers siphon $140M in Central Bank of Brazil attack, converting $40M to crypto 

 ● Bitdefender: Hackers Meet Brazilian IT Tech Outside Bar, Persuade Him to Help $100 Million Heist 

 ● Security Affairs: IT Worker arrested for selling access in $100M PIX cyber heist 

 ● StationX: Insider Threat Statistics: 2025’s Most Shocking Trends

OPERATIONAL RELAY BOX (ORB)

Overview & Impact

ORB networks represent a paradigm shift in threat actor infrastructure, functioning as the “love child” of a VPN and 
botnet. Unlike traditional botnets that rely on centralized command and control, ORB networks create decentralized 
mesh infrastructures using compromised IoT devices, SOHO routers, and commercially rented VPS servers. This 
architecture enables threat actors to obscure their entry points, randomize exit nodes, and maintain persistent 
access while blending malicious traffic with legitimate communications.

 ● Traditional IOC-based detection methods 
become significantly less effective 
due to rapid IP address rotation

 ● Network perimeter defenses face 
challenges distinguishing malicious 
traffic from legitimate connections

 ● Attribution complexity increases as multiple 
threat actors may share the same infrastructure

 ● Incident response timelines extend due to 
distributed nature of the infrastructure

 ● Collateral damage risks prevent aggressive 
blocking of suspicious traffic ranges

Observations
 ● Over 1,000 compromised devices identified 

in the LapDogs network alone, with growth 
patterns indicating systematic expansion

 ● Primary targeting of Ruckus Wireless access 
points (50%+ of infections), along with ASUS, 
Buffalo Technology, Cisco-Linksys, D-Link, 
Microsoft, Panasonic, and Synology devices

 ● Custom backdoor “ShortLeash” generates 
spoofed TLS certificates mimicking Los 
Angeles Police Department for obfuscation

 ● Geographic clustering indicates 
strategic targeting with 162 distinct 
intrusion sets identified

 ● Campaign active since September 2023 
with methodical batch infections of 60 
devices maximum per campaign

 ● Evidence suggests infrastructure-as-
a-service model with multiple threat 
actors utilizing the same networks

 ● Post-compromise “cleanup” activities 
including patching vulnerabilities and 
removing competing malware

http://pellera.com
https://www.bleepingcomputer.com/news/security/employee-gets-920-for-credentials-used-in-140-million-bank-heist/
https://www.mitrade.com/en/insights/news/cryptocurrencies/hackers-allegedly-bribed-a-cm-employee-to-steal-140-million-from-six-banks-in-one-day
https://cryptopolitan.com/hackers-siphon-140m-central-bank-brazil-attack/
https://www.bitdefender.com/blog/hotforsecurity/hackers-meet-brazilian-it-tech-outside-bar-persuade-him-to-help-100-million-heist/
https://securityaffairs.com/169455/cyber-crime/brazil-pix-cyber-heist.html
https://www.stationx.net/insider-threat-statistics/
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Guidance

Strategic Intelligence
 ● Trend

 ○ ORB networks represent the 
evolutionary advancement of 
traditional botnets, prioritizing stealth 
and persistence over volume

 ○ Increasing adoption expected across 
threat actor spectrum, expanding 
beyond state-sponsored groups 
to cybercriminal enterprises

 ○ Growing commoditization of 
ORB infrastructure indicates 
potential for “infrastructure-as-
a-service” business models

 ● Business Risk Context

 ○ Traditional security investments in IOC-
based detection systems face diminishing 
returns against ORB networks

 ○ Supply chain risks increase as compromised 
devices may serve as initial access vectors 
to connected corporate networks

 ○ Regulatory compliance challenges emerge 
as traditional breach detection timelines may 
be insufficient for ORB-based campaigns

 ● Security Enhancements

 ○ Behavioral analytics and anomaly 
detection capabilities to identify 
unusual network patterns

 ○ Zero Trust architecture implementation 
to limit lateral movement potential

 ○ Enhanced endpoint monitoring for 
edge devices and IoT infrastructure

 ○ Threat intelligence platforms capable of 
mapping distributed infrastructure networks

Operational Intelligence
 ● Threat Vectors

 ○ Exploitation of unpatched vulnerabilities 
in internet-facing edge devices

 ○ Compromise of SOHO routers and IoT 
devices with weak default configurations

 ○ Abuse of legitimate VPS providers 
for infrastructure hosting

 ○ Social engineering targeting device 
administrators for credential compromise

 ● Monitoring & Detection Gaps

 ○ Limited visibility into east-west 
traffic patterns that may indicate 
mesh communications

 ○ Insufficient behavioral baseline 
establishment for IoT and edge 
device communications

 ○ Inadequate correlation of geographically 
distributed but temporally 
related network anomalies

 ○ Lack of certificate transparency monitoring 
for suspicious TLS certificate generation

 ● Response Actions

 ○ Immediate inventory and vulnerability 
assessment of all internet-facing devices

 ○ Implementation of network segmentation 
to isolate IoT and edge devices

 ○ Deployment of network traffic analysis tools 
with geographic correlation capabilities

 ○ Establishment of threat hunting procedures 
specifically targeting ORB network indicators

Tactical Intelligence
 ● Mitigation Strategies

 ○ Audit and update all internet-facing devices, 
prioritizing Ruckus Wireless, ASUS, Buffalo 
Technology, Cisco-Linksys, D-Link, Microsoft, 
Panasonic, and Synology products

 ○ Implement certificate transparency 
monitoring for suspicious TLS 
certificate generation

 ○ Deploy network monitoring for unusual 
peer-to-peer communications between 
geographically distant devices

http://pellera.com
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 ○ Establish baseline behavioral patterns 
for all IoT and edge devices

 ● Preventive Measures

 ○ Regular vulnerability scanning and patch 
management for all connected devices

 ○ Implementation of network access control 
(NAC) solutions for device authentication

 ○ Deployment of micro-segmentation to 
limit device-to-device communications

 ○ Establishment of secure device 
onboarding procedures with security 
configuration validation

 ● Technical Implementation

 ○ Configure SIEM rules to detect 
communications from known ORB 
infrastructure indicators

 ○ Deploy network traffic analysis with 
focus on encrypted tunnel detection

 ○ Implement DNS monitoring for suspicious 
domain resolution patterns

 ○ Establish endpoint detection and response 
(EDR) coverage for all managed devices

 ● Validation and Testing

 ○ Conduct red team exercises simulating 
ORB network compromise scenarios

 ○ Perform regular penetration testing of 
edge device security configurations

 ○ Validate detection capabilities through 
controlled ORB network simulation

 ○ Test incident response procedures for 
distributed infrastructure compromise

Threat Hunting Hypotheses

Geographic Anomaly Detection

Hypothesis: Direct communications between IoT devices in geographically distant locations may indicate ORB 
network participation

Investigation Steps

 ● Analyze network flow data for peer-to-peer 
communications between SOHO devices

 ● Identify connections between devices 
separated by more than 1,000 miles

 ● Correlate timing patterns of these 
connections across multiple device pairs

 ● Investigate device configurations for 
evidence of unauthorized modifications

Certificate Spoofing Detection

Hypothesis: Self-signed certificates with authority spoofing may indicate ORB network backdoor installation

Investigation Steps

 ● Monitor certificate transparency logs for 
certificates issued to known device IP ranges

 ● Identify certificates with suspicious 
authority names or metadata

 ● Correlate certificate generation 
timing with network anomalies

 ● Investigate devices presenting suspicious 
certificates for unauthorized modifications

Traffic Volume Anomaly Analysis

Hypothesis: Unusual outbound traffic patterns from edge devices may indicate data relay activity

Investigation Steps

 ● Establish baseline traffic patterns 
for all internet-facing devices

 ● Monitor for sustained increases 
in outbound traffic volume

 ● Analyze traffic destinations for 
indicators of relay activity

 ● Correlate traffic anomalies with 
device behavior changes

http://pellera.com
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Sources
 ● Team Cymru: An Introduction to Operational Relay Box (ORB) Networks 

 ● CyberScoop: Stealth China-linked ORB network gaining footholds in US, East Asia 

 ● SecurityScorecard: Unmasking A New China-Linked Covert ORB Network 

 ● NCSC Netherlands: ORB networks and their impact on digital security 

 ● Dark Reading: China-Nexus ‘LapDogs’ Network Thrives on Backdoored SOHO Devices 

 ● Infosecurity Magazine: Chinese “LapDogs” ORB Network Targets US and Asia 

 ● The Hacker News: Over 1,000 SOHO Devices Hacked in China-linked LapDogs Cyber Espionage Campaign

http://pellera.com
https://www.team-cymru.com/post/an-introduction-to-operational-relay-box-orb-networks-unpatched-forgotten-and-obscured
https://cyberscoop.com/orb-network-china-lapdogs/
https://securityscorecard.com/blog/unmasking-a-new-china-linked-covert-orb-network-inside-the-lapdogs-campaign/
https://english.ncsc.nl/latest/weblog/weblog/2025/orb-networks-and-their-impact-on-digital-security-in-the-netherlands
https://www.darkreading.com/threat-intelligence/china-lapdogs-network-backdoored-soho-devices
https://www.infosecurity-magazine.com/news/chinese-lapdogs-orb-network/
https://thehackernews.com/2025/06/over-1000-soho-devices-hacked-in-china.html
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